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TI - CRYPTOGRAPHIC KEY GENERATOR 

AB - PURPOSE: To prevent leakage of cryptography by activating plural 

arithmetic units with different algorithm to obtain an n-bit output with 
respect to an input key in 2n-bit in parallel, generating a random number 
on the one hand, selecting an n-bit output among outputs of the 
arithmetic units so as to use it as a cryptographic key. 
- CONSTITUTION: A distribution circuit 13 distributes a 2n-bit input key 
into two sets of high-order and low-order n-bit strings and arithmetic 
circuits 14-a, 15-a, 14-b, 15-b convert two sets of n-bit strings in high 
and low orders outputted from the distribution circuit 13 into one set of 
n-bit string. Random number generating circuits 16-a, 16-b generate a 
random number with respect to the 2n-bit input key and selector circuits 
17-a, 17-b select outputs of the arithmetic circuits 14-a, 15 — a, 14-b, 
15-b according to the random number outputted from the random number 
generating circuits 16-a, 16-b as a cryptographic key. Thus, the estimate 
and decoding of the cryptographic key by a 3rd party are made difficult 
and the leakage of cryptography is prevented. 
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